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Abstract 
 

Is it possible to install secure wireless technology in enterprise networks? 

Demand for wireless in the workplace is becoming pervasive, yet lack of security has 
been a critical concern with wireless technology in the enterprise. 

Using the technology standards and systems available today Enterprise IT can deploy 
secure, fast and wireless networks within the workplace. 

This document covers four major topics:  

• IEEE Standards and the pros and cons of two wireless local area network 
(WLAN) standards: 802.11 a and g 

• The differences between two standards of encryption and authentication: wireless 
equivalency privacy (WEP) and Wi-Fi protected access (WPA)  

• The types of attacks that can be expected when wireless networks are deployed. 

• RAMe Communications presentation of a proven solution for a standards-based 
secure wireless local area network 



Un-tethering the Workplace 

 

RAMe Communications  Page 2 of 27  

Table of Contents 
Abstract.............................................................................................................................. 1 

An Overview of Wireless Security................................................................................... 3 

WLAN Standards.............................................................................................................. 3 

IEEE 802.11 ................................................................................................................... 3 
802.11.......................................................................................................................... 3 

802.11b........................................................................................................................ 3 

802.11a........................................................................................................................ 3 

802.11g........................................................................................................................ 3 

802.11i ........................................................................................................................ 3 

Improved Security....................................................................................................... 3 

IEEE 802.11a................................................................................................................. 3 
Performance ................................................................................................................ 3 

Radio Frequency (RF) Interference ............................................................................ 3 

Range .......................................................................................................................... 3 

Limited interoperability .............................................................................................. 3 

Higher prices............................................................................................................... 3 

IEEE 802.11g................................................................................................................. 3 
Radio Frequency (RF) Interference ............................................................................ 3 

Security ....................................................................................................................... 3 

Costs............................................................................................................................ 3 

Conclusion ..................................................................................................................... 3 

Encryption and Authentication: WEP and WPA.......................................................... 3 

Wireless Encryption Concepts..................................................................................... 3 
Electronic Security Key .............................................................................................. 3 

Static Electronic Security Key ................................................................................ 3 

Dynamic Electronic Security Key .......................................................................... 3 

Weaknesses in the 802.11 standard ............................................................................ 3 

Wired Equivalent Privacy............................................................................................ 3 
Open System and Shared Key..................................................................................... 3 

Open System ........................................................................................................... 3 

Shared Key.............................................................................................................. 3 



Un-tethering the Workplace 

 

RAMe Communications  Page 3 of 27  

How WEP works......................................................................................................... 3 

WEP benefits (Does it have any?) .............................................................................. 3 

WEP Key Management............................................................................................... 3 

Conclusion .................................................................................................................. 3 

Wi-Fi Protected Access (WPA).................................................................................... 3 
WPA Uses Dynamic ESK........................................................................................... 3 

Transition to 802.11i................................................................................................... 3 

Weighing Network Options ........................................................................................ 3 

802.11X  Now and Later............................................................................................. 3 

Wireless Attacks............................................................................................................ 3 
Rogue Access Points................................................................................................... 3 

Interception and Monitoring of Wireless Traffic........................................................ 3 

Interception ............................................................................................................. 3 

Directional antennas................................................................................................ 3 

Transmission Pattern............................................................................................... 3 

Jamming...................................................................................................................... 3 

Flooding .................................................................................................................. 3 

Radio Interferences ................................................................................................. 3 

Client-to-Client Attacks .............................................................................................. 3 

Brute Force Attacks .................................................................................................... 3 

Bad configuration........................................................................................................ 3 

Minimum Security Steps............................................................................................. 3 

Recommended Secure Wireless Infrastructure ............................................................. 3 

Wireless Network Components ................................................................................... 3 
Wireless Network Interface Card................................................................................ 3 

Wireless Device .......................................................................................................... 3 

Access Point................................................................................................................ 3 

RADIUS Server .......................................................................................................... 3 

RADIUS Client........................................................................................................... 3 

Active Directory.......................................................................................................... 3 

Group Policy ............................................................................................................... 3 

Certificate Authority ................................................................................................... 3 



Un-tethering the Workplace 

 

RAMe Communications  Page 4 of 27  

Wireless Network Implementations ............................................................................ 3 
Wireless card idiosyncrasies ....................................................................................... 3 

Certificate Authority ................................................................................................... 3 

Wireless Access Point................................................................................................. 3 

Installing IAS.............................................................................................................. 3 

Modifications to Active Directory .............................................................................. 3 

Network Applications ................................................................................................. 3 

Desktop Operating System ......................................................................................... 3 

Virus Protection .......................................................................................................... 3 

Conclusion .................................................................................................................. 3 

References.......................................................................................................................... 3 
 

 



Un-tethering the Workplace 

 

RAMe Communications  Page 5 of 27  

An Overview of Wireless Security 
 
Wireless networks have proliferated over the last few years as reduced equipment costs 
and increasing availability of Wi-Fi connectivity have driven market acceptance.  
Wireless Local Area Networks (WLAN) have become a significant part of the 
telecommunications landscape.  Demand for and use of wireless devices in the enterprise 
network is inevitable. 

However, Wi-Fi (wireless) devices pose a significant and real security risk to internal 
networks.  Wi-Fi technology lacks the strong security measures needed to protect the 
enterprise network from attack and compromise. 

Initially wireless devices used either no security or security based on a key that was 
shared. Both the access point and wireless device had the same key. The problem is that 
individual packets are not encrypted and if an intruder can capture enough packets, it is 
mathematically possible to extract the shared key. Once the intruder has the key, he or 
she can freely access the wireless network. 

With the introduction of the 802.11g standard wireless technology has improved 
immensely. The new standard is not only faster than the older 802.11b but also introduces 
WPA security protocol. 

WPA protocol encrypts each packet with a dynamic key that changes automatically. In 
addition WPA allows you to specify a RADIUS server to control access to the network. 
For example, utilizing the Configuring Microsoft Internet Authentication Service that 
comes with Windows server one can control wireless access based on Active Directory.  
A remote use security policy can control access for both computer and user. 

Enterprise IT considering deployment of wireless connectivity to the internal network 
needs to understand the IEEE 802.11x standards, wireless device capabilities, and secure 
the network through use of a RADIUS server, Active Directory, Internet Authentication 
Services, Group Policy, WPA and Certificate Authority. 
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WLAN Standards 
 

IEEE 802.11 
IEEE 802.11 is a shared, wireless local area network (WLAN) standard established by 
the Institute of Electrical and Electronics Engineers (IEEE) in 1997. It uses the carrier 
sense multiple access (CSMA) medium access control (MAC) protocol with collision 
avoidance (CA). This standard allows for both direct sequence (DS) and frequency-
hopping (FH) spread spectrum transmissions at the physical layer. The maximum data 
rate initially offered by this standard was 2 megabits per second1.   

An access point (AP) is a device that provides a bridge between the WLAN and the LAN. 
On one side the AP connects to the LAN via a normal Ethernet patch cord (CSMA over 
wire). On the other side it provides CSMA over radio waves to devices with wireless 
network interface cards (WNIC). 

 

802.11 
The original 802.11 only supported a maximum bandwidth of 2 Mbps - too slow for most 
applications. 802.11 standard wireless products are no longer being manufactured.  

802.11b 
802.11b supports bandwidth up to 11 Mbps, and operates on the 2.4GHz band.  This is an 
unregulated frequency and 802.11b networks can incur interference from other 2.4 GHz 
devices, such as microwave ovens and cordless phones. 802.11b has been widely 
adopted, and devices are readily available.  The standard has a signal range of 100-150 
feet indoors.  

802.11a 
802.11a supports bandwidth up to 54 Mbps and signals in a regulated 5 GHz range. The 
higher frequency limits the range of 802.11a, typically 25-75 feet indoors. As 802.11a 
and 802.11b utilize different frequencies, these networks can coexist without 
interference. 802.11a devices are relatively more expensive than those for other 
standards.  

802.11g 
802.11g supports bandwidth up to 54 Mbps, and it uses the 2.4 GHz frequency for greater 
range, typically 100-150 feet.  It also introduces WiFi Protected Access (WPA) an 
improved security standard.  802.11g is backwards compatible with 802.11b, meaning 
that 802.11g access points will work with 802.11b wireless network adapters and vice 
versa. 

                                                 
1 http://www.wi-fi.org/opensection/pdf/ieee_80211_primer.pdf 
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802.11i 
The IEEE 802.11 Working group is producing a security upgrade to the 802.11 standard, 
802.11i, building the standard around port-based authentication for users and device 
authentication.  The two main developments are Wi-Fi Protected Access (WPA) and 
Robust Security Network (RSN) utilizing Advanced Encryption Standard (AES).  
Ratification for the 802.11i standard is expected later this year.  The WiFi Alliance now 
certifies wireless devices that meet the WPA requirements of the draft 802.11i standard. 

 

Improved Security 
Up until recently, older access point devices (802.11b and 802.11a) did not offer the 
latest in authentication and encryption options (WPA and 802.11i). Therefore, if security 
was a major concern, the 802.11g was the only appropriate selection, since 802.11g 
equipment was released with the more secure WPA option. Now, access point devices 
from manufacturers such as DLink and Linksys provide the best and most up-to-date 
security options for all three 802.11 standards (a,b,g). Such a triple standard device can 
offer wireless service to all three, one or two standards all at the same time.  

Since there is no advantage to support the slower 802.11b, the following discussion offers 
pros and cons between 802.11a and 802.11g. 802.11a technology should be chosen for 
better performance and shorter range; however, the price is 20% higher than the 802.11g 
technology. 802.11g offers better range, but slower performance due to radio 
interferences.  

The next section offers a detailed explanation of 802.11a and 802.11g. 
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IEEE 802.11a 
The IEEE standards committee has defined physical layer criteria under the IEEE 
802.11a specification. This is based on orthogonal frequency-division multiplexing 
(OFDM) that will permit data transfer rates up to 54 Mbps and uses 5 GHz frequency. 

Performance 
Historically, the primary reason for choosing 802.11a was the need to support higher end 
applications involving video, voice and the transmission of large images and files. In 
addition, 802.11a does a superior job of supporting densely populated areas of users 
having lower bandwidth needs, such as surfing the Internet. Today, 802.11a technology is 
delivered in cards that support all three radio standards (a/b/g).  

802.11a can deliver data rates up to 54Mbps using 12 non-overlapping channels, each 
with 20MHz bandwidth. There is enough room in the 5GHz spectrum to support up to 12 
access points operating in the same area without causing interference between access 
points. This equates to 432Mbps (12 X 54Mbps) total data rate performance.  

Radio Frequency (RF) Interference 
The growing use of 2.4GHz cordless phones and Bluetooth devices is crowding the radio 
spectrum within many facilities. This significantly decreases the performance of 802.11g 
wireless LANs. Cordless phones wreak enough havoc to cause companies to either ban 
the use of the phones or not install wireless LANs. For now, the use of 802.11a operating 
in the relatively uncrowded 5GHz band avoids this interference because there is much 
more room with 12 non-overlapping channels.  

Range 
The superior performance of 802.11a offers excellent support for bandwidth-hungry 
applications but at a relatively shorter range. For example, at ranges of 100 feet, 802.11a 
may deliver 24Mbps. 

Limited interoperability 
The 802.11 standard offers no provisions for interoperability between 802.11a and 
802.11g. This means a user with a more common network interface card using 802.11g 
will not be able to talk to an 802.11a AP. This can be utilized by Enterprise IT to create a 
meeting room “hot spot” for specific use and not for general wireless operation. 

Should the Enterprise IT want to offer a more general WLAN solution, multimode APs 
should be deployed and operate on both 2.4 and 5 GHz radio.  An example configuration 
could use DLink 802.11a/b/g access points operating on 802.11a with the 802.11b/g 
disabled. 

Higher prices 
The current list prices of 802.11a products are approximately 20 percent higher than 
802.11g, but the price gap should close over the next couple years.  
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IEEE 802.11g 
The 802.11g standard delivers 54Mbps data rates in the 2.4GHz band using three 
overlapping channels. The use of only three non-overlapping channels substantially limits 
capacity compared to the 12 non-overlapping channels used by 802.11a. 

Radio Frequency (RF) Interference 
2.4GHz WLANs can experience interference from cordless phones, microwave ovens 
and Bluetooth devices. The interfering signals degrade the performance of an 802.11g 
WLAN by periodically blocking users and access points from accessing the shared air 
medium. 

Security 
Security of the WLAN is of great concern to Enterprise IT. By minimizing the 
propagation of radio waves outside the physically controlled area of a facility, a wireless 
network is more secure because of the reduction of the potential for eavesdropping and 
denial of service attacks. 2.4 GHz radio waves propagate the air to a great distance, easily 
reaching 330 feet or more. 

Costs 
802.11g components are relatively inexpensive: less than $100 for an AP device and less 
than $100 for a Wireless Network Interface Card (WNIC).  Because the 2.4 GHz 
equipment has such good propagation, fewer APs need to be deployed.  
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Conclusion 
Enterprise IT should consider buying only WLAN cards such as the DLink DWL-660 or 
the HP W500 miniPCI that support multiple 802.11 PHYs. These multimode cards can be 
configured to work on the 802.11a while in meeting rooms and on the 802.11g while 
used elsewhere. The above mentioned cards automatically sense whether the access point 
is 802.11a or 802.11g and then communicate accordingly. 
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Encryption and Authentication: WEP and WPA 
Wireless Encryption Concepts 
Traditionally, wireless communication has been criticized for weak or nonexistent 
security. The reason was that WLAN devices relied on a weak security protocol for its 
security.  This section explains encryption concepts related to 802.11 wireless networks. 

Electronic Security Key 
Electronic security key (ESK) is a technology based on a special set of mathematical 
algorithms that must reside within the decoder's circuitry before any encrypted data can 
be recovered. Hackers can figure out electronic security keys by intercepting and 
analyzing large amounts of data -- but that takes time. Some electronic keys are 
implemented in such a way that given today’s computing power it could take months or 
even years to decipher a message encrypted with electronic keys. Using an electronic 
security key is a fundamental concept in wireless communications.  

Static Electronic Security Key 
Static Electronic Security Key relies on manual configuration and does not change until a 
user manually changes the key. Since it is changed manually, it is not practical to change 
it often. A protocol that relies on static ESK makes it easier for an attacker to guess the 
ESK. Once an attacker guesses the ESK, he or she can join the wireless network as any 
other legitimate user and steal network resources.  

It is difficult to manage static ESK on wireless stations (STAs) and access points (APs), 
and up until recently proprietary key management solutions were required which 
introduced separate databases to maintain users and static keys. 

Dynamic Electronic Security Key 
A dynamic ESK changes automatically. Because it changes automatically, it can be 
changed frequently, for example every 5 minutes. Given today’s computing power, it is 
not possible to guess a 128bit ESK if it changes every 5 minutes. Dynamic ESK is used 
by Wi-Fi Protected Access protocol and the up and coming 802.11i standard. WPA will 
be discussed later in this document. 

 

Weaknesses in the 802.11 standard 
The 802.11 standards committee also is responsible for defining how wireless networks 
will be secured. However, the current standard set by the committee has several 
weaknesses, including: 

• No per-packet authentication 
• Vulnerability to disassociation attacks 
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• No user identification and authentication 
• No central authentication, authorization, and accounting support 
• Vulnerability of RC4 stream cipher to known plaintext attacks 
• Implementations that derive WEP keys from passwords 
• No support for extended authentication such as token cards, certificates, smart-

cards, one-time passwords and biometrics 
• ESK management issues including re-keying global keys and lack of dynamic 

ESKs 
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Wired Equivalent Privacy 
 

Up until recently the standard way to protect wireless networks was using Wired 
Equivalent Privacy (WEP). However, research that was done by Nikita Borisov, Ian 
Goldberg and David Wagner from Berkley University confirmed what many IT 
professionals know: that WEP is not secure enough for the enterprise. RAMe 
Communications advises against using WEP even in wireless networks at home. The 
research concluded that when attacking wireless networks secured by WEP, it is practical 
to mount attacks on the network using “inexpensive off-the–shelf equipment.” In addition 
they suggest that “…anyone using an 802.11 wireless network not rely on WEP for 
security.” 

The WEP algorithm defines the use of a 40-bit secret key for authentication and 
encryption. Many IEEE 802.11 implementations also allow 104-bit secret keys. However, 
the standard does not define a key management protocol, and presumes that the secret, 
shared keys are delivered to the IEEE 802.11 wireless station (STA) via a secure channel 
independent of IEEE 802.11.  

The lack of a WEP key management protocol is a principal limitation to providing IEEE 
802.11 security; especially in a wireless infrastructure network mode with a large number 
of STAs. Some examples include: corporate campuses and public places such as airports 
and malls. The lack of authentication and encryption services also affects operation in a 
wireless ad hoc network mode where users may wish to engage in peer-to-peer 
collaborative communication; for example, in areas such as conference rooms.  

Open System and Shared Key 
IEEE 802.11 supports two types of authentication services2: Open System and Shared 
Key. The type of authentication “invoked” is controlled by the Authentication Type 
parameter. The type of authentication that may be “accepted” by a wireless STA is 
controlled by the Management Information Base (MIB) attribute: 
“dot11AuthenticationType.” 

Open System 
Open System is a default null authentication algorithm that involves a two-step process 
consisting of an identity assertion and a request for authentication, followed by the 
authentication result. RAMe Communications would like to point out that the Open 
System authentication type means no authentication at all. There should be no wireless 
network in the enterprise that is configured with Open System authentication type, 
despite the convenience it presents to the user. 

                                                 
2 http://www.wi-fi.org/opensection/pdf/ieee_80211_primer.pdf 
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Shared Key 
Shared Key supports authentication of a wireless STA either as a member of those 
stations that know a shared secret key, or as a member of stations that do not. The 
standard currently presumes that the shared key is delivered to the participating STAs via 
a secure channel that is independent of the IEEE 802.11. This means that the shared key 
has no automatic mechanism to get from a central site to all the APs and STAs, rendering 
shared key methods a weak solution for enterprise-wide deployment of a wireless 
network. 

WEP is a shared key type of encryption service and is designed to protect authorized 
users of a wireless LAN from eavesdropping. It attempts to provide physical security 
attributes comparable to a wired medium.  

How WEP works 
WEP uses a symmetric algorithm in which the same key is used for cipher and deciphers. 
The secret key is concatenated with an initialization vector (IV), resulting in a seed that is 
used as an input to a pseudorandom number generator (PRGN). The PRNG is used to 
generate the key sequence that is mathematically combined with the message text and 
concatenated with integrity check value (ICV). The triplet {IV, message text, ICV} forms 
the actual data sent in an IEEE 802.11 data frame.  

While the secret key remains constant over a long duration, the IV is changed 
periodically; as frequently as every MAC protocol data unit (MPDU). The periodicity at 
which IV values are changed is dependent on the degree of privacy required from the 
WEP algorithm. Changing the IV after each MPDU is the ideal method for maintaining 
the effectiveness of WEP. 

The WEP approach to security is clearly flawed. Nikita Borisov, Ian Goldberg and David 
Wagner explain it as follows: 

“The initialization vector in WEP is a 24-bit field, which is sent in the 
cleartext part of a message. Such a small space of initialization vectors 
guarantees the reuse of the same key stream. A busy access point, which 
constantly sends 1500 byte packets at 11Mbps, will exhaust the space of IVs 
after 1500*8/(11*10^6)*2^24 = ~18000 seconds, or 5 hours. (The amount of 
time may be even smaller, since many packets are smaller than 1500 bytes.) 
This allows an attacker to collect two ciphertexts that are encrypted with the 
same key stream and perform statistical attacks to recover the plaintext. 
Worse, when the same key is used by all mobile stations, there are even more 
chances of IV collision. For example, a common wireless card from Lucent 
resets the IV to 0 each time a card is initialized, and increments the IV by 1 
with each packet. This means that two cards inserted at roughly the same time 
will provide an abundance of IV collisions for an attacker. (Worse still, the 
802.11 standard specifies that changing the IV with each packet is optional!)” 
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WEP benefits (Does it have any?) 
WEP has been criticized a lot but it is important to remember what the 802.11 committee 
had in mind when they selected the WEP protocol. WEP was designed to accomplish the 
following: 

• Reasonably strong authentication 
• Computationally efficient cipher 
• Exportability outside the U.S. 
• User flexibility: WEP is optional 

WEP Key Management 
The lack of a WEP key management protocol is a major limitation when trying to deploy 
an enterprise WLAN based on WEP. In addition, it is weak from the cryptography 
perspective. The lack of authentication and encryption services for the key itself also 
impacts operation in a wireless network mode. 

The current IEEE 802.11 security option for access control does not scale appropriately 
in large infrastructure network mode or in an ad-hoc network mode. The lack of an inter-
access point protocol (IAPP) further compounds key management issues when STAs 
roam from one AP to another.  

A clear example of the problem created by the lack of an IAPP is when a user 
authenticates to AP A and roams to AP B, assuming that AP B has a different shared key. 
Should AP B drop STA? Or because STA is already authenticated to AP A, should AP B 
accept it without the need to re-authenticate? Since WEP lacks IAPP, no automatic 
mechanism exists to solve enterprise type wireless network needs. 

Conclusion 
Why is it so important to understand WEP weaknesses? RAMe Communications opinion 
is that understanding WEP flaws is a good example of the conflict between equipment 
manufacturers marketing needs and enterprise security needs. 

A few years back when the wireless vendors were ready with hardware to create wireless 
networks, they worked hard to convince the marketplace that wireless networks were 
ready for deployment and were secure (by WEP). The important lesson is that Wired 
Equivalent Protocol (WEP) does not necessarily secure wireless networks adequately just 
because WEP is a standard security protocol and just because the manufacturers want to 
sell equipment.  
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Wi-Fi Protected Access (WPA) 
 

The Wi-Fi Alliance is a consortium of vendors and its purpose is to provide guidelines 
for Wi-Fi technology. Unlike the 802.11 committee for wireless, Wi-Fi represents the 
commercial interests of the members. However, it works closely with the 802.11 
standards committee and many people involved in wireless projects are members of both 
Wi-Fi and the IEEE 802.11 committee.  

Wi-Fi Protected Access (WPA) is a precursor to the up and coming wireless security 
standard, the 802.11i. RAMe Communications is confident that WPA is better than WEP 
and is ready for wireless deployment in the enterprise. But is WPA secure enough3? 

"One of the fundamental problems with WEP is that it used static keys that could be 
identified and compromised by a hacker," Wi-Fi Alliance managing director Frank D. 
Hanzlik said. However, WPA "uses a dynamic key structure under which the key is 
always changing. This makes it very, very difficult to compromise. That was the 
fundamental problem, and that's what WPA addresses." 

WPA Uses Dynamic ESK 
WPA uses a secret temporal key (TK) that dynamically changes every 10,000 transmitted 
packets or roughly every five minutes. WPA-enabled Wi-Fi networks make cracking 
ESK close to impossible because the ESK changes so frequently. 

WPA security technology also offers different systems for handling LAN access control. 
By allowing an external authentication mechanism such as Microsoft IAS, the 
authentication to the WLAN can be tied into Active Directory and Remote User Group 
Policy. Coupling the above with digital certificates provides for authentication based on 
machines and users. In other words, the WLAN device must authenticate to the Active 
Directory and the user must authenticate. This prevents an unauthorized user from using 
an approved wireless computer to access the network. 

Transition to 802.11i 
Re-using ESK is of a paramount importance to a secure wireless network. WPA employs 
an interim solution for key reusability called the temporal key integrity protocol (TKIP) 
for encryption, as well as the IEEE 802.1x protocol for controlling entry to both wired 
and wireless LANs. The advantage of TKIP is that it is software based and any changes 
to 802.11i protocol can be accommodated via a software patch for APs and WNICs. 

Weighing Network Options 
Would it make more sense to wait for the new 802.11i standard, which calls for the 
adoption of the AES (advanced encryption standard) encryption and authentication 
mechanism? Not necessarily. "TKIP should provide a robust encryption framework for 
the next few years," said Gartner vice president of mobile computing Ken Dulaney. 

                                                 
3 http://wireless.newsfactor.com/story.xhtml?story_id=22207#story-start 
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Nevertheless, he acknowledged that every security system should be regarded as 
potentially hackable. "Eventually, the hackers will have enough horsepower to break in, 
and then we'll really need AES."  

 

802.11X  Now and Later 
 

Enterprise IT should note that the 802.11i standard when rectified will use AES which 
will require changes on both the hardware and software equipment due to the fact that 
AES requires a co-processor. However since WLAN equipment is so inexpensive, and 
WPA is a robust solution, there is no need to wait for 802.11i based equipment. 
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Wireless Attacks 
It is important to keep in mind the kind of attacks Enterprise IT should expect when Wi-
Fi equipment is deployed4: 

• Rogue access points 
• Interception and unauthorized monitoring of wireless traffic 
• Jamming 
• Client-to-client attacks 
• Brute force attacks against access point passwords 
• Bad configuration 

Rogue Access Points 
Insertion attacks happen when hackers use unauthorized devices to create new wireless 
networks without going through proper procedure. Many organizations may not be aware 
that this type of attack can be the result of internal employees deploying their own 
wireless capabilities onto company networks.  

This lack of awareness could lead to the previously described attacks, with unauthorized 
clients gaining access to corporate resources through what are called "rogue" access 
points. To avoid hackers taking advantage of this, companies need to implement policies 
designed to secure the configuration of access points.  

Interception and Monitoring of Wireless Traffic 

Interception 
Interception of wireless traffic is similar to the interception of wired traffic. Whereas a 
wired attacker needs to be where there is a functioning network connection to attack, the 
wireless attacker needs only to be within range of an access point (approximately 300 feet 
for 802.11g) to carry out an attack.  

Directional antennas 
Directional antennas can drastically extend either the transmission or reception range of 
Wi-Fi products. Therefore, the 300-foot maximum range commonly attributed to 
802.11g, only applies to bare installations. Enhanced equipment will also enhance the 
chances of others picking up the signal.  

Transmission Pattern 
Access points transmit their signals in circular patterns, and the Wi-Fi signal by nature 
extends beyond the physical boundaries of the work area it is intended to cover. This 
signal can therefore be intercepted outside of buildings, or even between floors of the 
same building. 

                                                 
4 http://wireless.newsfactor.com/story.xhtml?story_id=22890#story-start 
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Jamming 
When traffic cannot reach the clients or the access point because competing traffic has 
taken over a certain frequency, the Wi-Fi network is said to be jammed. 

Flooding 
An intruder with the proper equipment and tools can easily flood the 2.4 GHz frequency, 
corrupting the signal and jamming the network.  

Radio Interferences 
Another form of jamming occurs by other devices such as cordless phones, baby 
monitors and microwave ovens all operating on the 2.4 GHz band, causing performance 
degradation for 802.11g devices. For this reason RAMe Communications recommends 
using 802.11a for enterprise network meeting rooms.  

Client-to-Client Attacks 
The fact that two wireless clients can talk directly to one another, bypassing the access 
point as a whole, can jeopardize both party’s confidential files. In general Enterprise IT 
should either restrict ad hoc Wi-Fi networks to short durations under scrupulous control, 
or preferably, not allow them at all. 

Brute Force Attacks 
Despite the fact that WPA protects the network, a brute force attack on the AP password 
is still possible. Once the AP password is discovered, the AP configuration can be 
changed from WPA to open system and the intruder will have free access to the WCB 
network. 

Bad configuration 
Many access points ship in an unsecured configuration for ease of use and rapid 
deployment. Unless administrators understand wireless security risks and properly 
configure each unit prior to deployment, these access points will remain a high risk for 
attack or misuse. 

Minimum Security Steps 
 

Don't broadcast the name of your 
wireless network 

stations must know the SSID 
(network name used for STA to AP 
association)  

Sniff Out 'Rogue' WLANs Rogue access points generally lack 
security 

Lock down access points Change the default service set 
identifiers (SSID), or the 'names of 
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the access points.' A default SSID 
usually alerts hackers to vulnerable 
wireless LANs 

Use a Virtual Private Network 
(VPN) 

This adds security but makes the 
wireless network less usable by 
degrading performance too much. 
RAMe Communications advises 
using VPN over WLAN only in 
specific instances. VPN does offer 
strong authentication and 
encryption 

 



Un-tethering the Workplace 

 

RAMe Communications  Page 21 of 27  

 

Recommended Secure Wireless Infrastructure 
This section specifies components needed to deploy a WLAN as well as some of the 
obstacles. 

Wireless Network Components 
The following is a short summary list of components needed in a secure wireless network 
and short definitions.  

Wireless Network Interface Card 
The wireless network interface card (WNIC) enables communications between a 
computer, TPC, printer or hand held device and a wired network, typically Ethernet, 
using radio waves. 

Wireless Device 
Any device that can use a WNIC  

Access Point 
The access point (AP) is a network device that provides a bridging function between 
wireless devices and wired networks. The Ethernet AP has two interfaces: the radio 
sender/receiver and the Ethernet wired connection. 

RADIUS Server 
The Remote Authentication Dial-in User Service (RADIUS) runs on many operating 
systems and provides authentication services.  A RADIUS enabled AP will forward an 
authentication request to the RADIUS, rather than try to authenticate a request. A 
RADIUS has only two types of responses: accept or deny. 

RADIUS Client 
A RADIUS client is an edge device that receives an authentication request from a client 
and forwards the request to the RADIUS server. For example, an AP configured to use 
WPA is a RADIUS client. In order for a RADIUS server to accept an authentication 
request from a RADIUS client, they both have to share a static ESK. 

Active Directory 
Microsoft implementation of Directory Services. When A RADIUS server receives an 
authentication request from an AP, it accesses the Active Directory to see if the 
authentication request should be accepted or denied. 

Group Policy 
A convenient mechanism to group together a set of access rules and apply the set to an 
Active Directory object. 
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Certificate Authority 
A certificate authority is a service that issues digital certificates. Digital certificates are 
electronic mechanisms that ensure an entity is what it claims to be.  
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Wireless Network Implementations 

Wireless card idiosyncrasies 
In order for Enterprise IT to adopt wireless communications from its network all mobile 
devices will have to be equipped with wireless cards. Most wireless card installations are 
geared toward home users. That means simplicity is the most important factor. To 
accomplish this, manufacturers are shipping the wireless card with default installation of 
no security or security configured on the most lax settings. In addition, multimode cards 
such as the DLink, Linksys and HP’s W500 are shipped to communicate on all three 
radio bands. For security reasons, Enterprise IT should enable only radio waves of 
choice. RAMe Communications recommends disabling 802.11b and 802.11g and using 
only 802.11a for reasons specified earlier in this document.  

Installing a WNIC in Windows XP, for example, is not as easy as installing regular 
network interface cards. 

To configure the card for 802.11a and WPA, one must use both the Windows Wireless 
Zero Configuration and the utility that comes with the card. Configuration is complicated 
by various conflicts between the Windows XP wireless configuration and the utility 
wireless configuration, resulting in Windows XP being unable to authenticate to the 
wireless network. At this point, the user must take several steps to restart the Wireless 
Zero Configuration service to authenticate and gain access to the network. This can 
viewed as an obstacle to the end user, but an easy task to a computer savvy individual.  

RAMe Communications has tested WNICs from three manufacturers: Linksys, DLink 
and HP. Based on RAMe Communications’ experience, all three exhibit problems and 
difficulties. All worked in a simple authentication mode such as Open system or shared 
key, but all had issues with WPA. The Linksys had difficulties with the Novell’s Client32 
network client. DLink and HP had no issues with the Novell client. 

The above description is an indication of how new WPA protocol and drivers are in the 
marketplace. This situation should improve in the next few months as newer driver and 
Windows XP patches are introduced.  

This idiosyncrasies of early adoption of technology are easy for a technical person but are 
non trivial and RAMe Communication is concerned that for the non-technical enterprise 
network user it will be a challenge that he or she may not be ready to meet. 

Certificate Authority 
The need for creating a unique identity for machine and user means that a certificate 
authority will be created in the enterprise network. This is not difficult but Public Key 
Infrastructure (PKI) is not easily reversible and should be planned carefully. Once the 
root certificate is created, all subsequent certificates derive from it and it is extremely 
important not to misplace the root CA.  

For the wireless access RAMe Communications recommends creating an internal PKI 
and not relying on vendors such as VeriSign to provide certificates. Enterprise IT should 
be aware however that internal certificates will not be recognized as valid by other 
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enterprises and agencies. Should the Enterprise IT want to implement a PKI trusted by 
outside entities, a third trusted party such as VeriSign will have to issue the certificate for 
the enterprise network, and IT would then create certificates off the certificate issued by 
VeriSign.  

This is expensive and not necessary. All Enterprise IT needs is to issue internal 
certificates to its wireless devices and users. The Internet Authentication Service (IAS) 
will check the authenticity of the connecting device and will deny access to anyone not 
having a certificate issued by IT. Network administrators should keep in mind that to 
create certificates later on that are recognized as valid outside the agency, all certificates 
on the mobile devices, laptops and users will have to be replaced. This can be difficult 
logistically, depending on how many certificates must be re-issued. 

When wireless technology becomes more widespread, related administration issues will 
arise such as who will issue the certificates, how it will get to the wireless device and 
how a user certificate will be created.  

In a Windows 2003 server, auto enrollment for users can be implemented. However, in a 
Windows 2000 server environment user certificates need to be manually requested.  In 
either case, the wireless device will have to be logged into the network at least once via a 
wired connection. 

Wireless Access Point 
RAMe Communications recommends purchasing multimode access points for the 
flexibility they provide. In addition, a multimode access points support the WPA because 
it includes the 802.11g standard. The access point can be configured to use WPA even if 
it uses 802.11a technology. However, it is more expensive because a single mode 
802.11a AP does not yet include support for WPA.  

In addition to configuring the access point to use RADUIS and WPA, it also requires the 
AP to be configured with the RADIUS server IP address and the shared ESK.  

Installing IAS 
The following is a description of the Internet Authentication Service from the Microsoft 
site. 

Microsoft® Windows® 2000 Internet Authentication Service (IAS) is the Microsoft 
implementation of a Remote Authentication Dial-in User Service (RADIUS) server. IAS 
performs centralized connection authentication, authorization, and accounting for dial-up 
and virtual private network (VPN) remote access and for router-to-router connections. It 
can be used in conjunction with Windows 2000 Routing and Remote Access service. IAS 
enables the use of a single- or multiple-vendor network of remote access or VPN 
equipment. 

Just as IAS can authenticate VPN users to the Active Directory, it can authenticate 
wireless users as well if the AP uses WPA. Enterprise networks running a Novell 
RADIUS server can authenticate remote users against the Novell Directory Services. 
Microsoft IAS can fulfill the same function for the wireless devices and users.  
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The simplest and easier implementation of IAS is to install it on a server that runs Active 
Directory. IAS will receive the authentication request from the WPA Access Point, 
consult the Active Directory and will reply to the AP with an Allow/Deny response. 

IAS consumes very little resources and can be installed on any Active Directory server in 
the enterprise network.  

A set of rules that govern access is associated with every IAS client (AP). For example, if 
a mobile device is trying to access the enterprise network, first the mobile device will 
send its certificate to the AP via radio waves. Then the AP will send the certificate to IAS 
via wired network.  IAS knows which AP is requesting access, so it checks the access 
rules configured for the AP to see if it should grant access to the wireless device.  

The following is an example truncated entry in the IAS log: 

10.74.98.164,host/5Y33LBSZV075.wcb.gov,03/17/2004,16:18:26,IAS --- 
10.74.98.164,rami@agency.gov,03/17/2004,16:21:06,IAS,LDAPTEST,6,2 ---- 
 

Please note that the AP just passes along the wireless device request to IAS, which 
consults the Active Directory to see if access should be granted. If IAS sends a deny 
response to the AP, the AP does not let the wireless device associate with its SSID. The 
association between the AP and the wireless device is what creates the access to the 
WLAN. Therefore access to the WLAN is granted or denied based on Active Directory 
permissions. 

Modifications to Active Directory 
At a minimum, two new groups will be created in Active Directory. One group is all 
wireless users, the other all wireless devices. 

Each Access Point (AP) is configured as a client in the IAS configuration. Each AP is 
associated with a group policy that allows only specific users and machines to 
authenticate to the wireless network. For ease and simplicity, all APs should be 
configured to allow access to the wireless machine group and the wireless users group. 
Should network administration want to restrict users to allow access only in one 
particular location, this can be easily done by creating another group and associating this 
group with a particular AP.  

Network Applications 
Most applications run from the network, but the Icons or startup files to access these 
applications are created on the desktop. Since the wireless devices are not configured to 
receive applications automatically, mobile devices will have to be configured manually to 
run network applications. This can be accomplished in two ways, either by installing 
applications locally, pointing to data on the network, or by copying and modifying 
existing icons on a normal desktop. RAMe Communications recommends running 
applications locally if possible. 
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Desktop Operating System  
The desktop operating system most commonly found in enterprise networks is Windows 
2000 SP2, and most networks have a mix of desktop operating systems. Most of the 
enhancements to wireless security were done to Windows XP. Even desktop hardware 
shipped with Windows XP needs patches to be installed to get the Windows XP up to 
date for wireless security. This can take almost a whole day and it is recommended that a 
wired connection be used to get Windows XP to SP1 and all the latest patches.  A 
detailed survey of desktop operating systems on the network is required for deployment 
planning. 

Virus Protection 
Most wireless devices are shipped with no Virus protection. As far as spreading or 
receiving viruses, a wireless connection is just as prone to this problem as a wired device. 
A virus protection should be installed on it before connecting the mobile device to the 
network. 

Conclusion 
Using a separate Active Directory, Internet Authentication Service, Group Policy, Wi-Fi 
Protected Access, 802.11a technology with WPA and Certificate Authority, it is possible 
to provide Enterprise network users with mobile devices a secure, fast (54Mbs) and 
reliable wireless connection in the workplace. 
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